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1.0 General
1.1 Scope of Work
1.1.1 Introduction

The Contractor shall provide, install, and program a functionally complete, integrated alarm and event notification Communications System utilizing a LAN/WAN (local or wide area network) or the Internet per Manufacturer's guidelines, codes described, and these specifications.

1.1.2 Work Included Under this Section

REPLACE THE TEXT BELOW WITH APPROPRIATE CRITERIA FOR YOUR CONTRACT

WORK INCLUDED IN CONTRACT SHALL BE INSERTED HERE. ITEMS TO BE INCLUDED UNDER THIS HEADING DEPEND UPON HOW A SPECIFIC PROJECT IS SCOPED AND PREFERENCES OF A PARTICULAR OWNER. THE FOLLOWING ARE USUALLY INCLUDED: 

1. SYSTEM AND ITS COMPONENTS

2. SYSTEM WIRING (LOW VOLTAGE)

3. MOUNTING ACCESSORIES

4. SYSTEM PROGRAMMING
5. WARRANTY, SERVICE, & TRAINING
1.1.3 Related Work Specified Under Other Sections of These Specifications

REPLACE THE TEXT BELOW WITH APPROPRIATE CRITERIA FOR YOUR CONTRACT

RELATED WORK IN CONTRACT SHALL BE INSERTED HERE. ITEMS TO BE INCLUDED UNDER THIS HEADING DEPEND UPON HOW A SPECIFIC PROJECT IS SCOPED AND PREFERENCES OF A PARTICULAR OWNER. THE FOLLOWING ARE USUALLY INCLUDED:

6. POWER

7. RACEWAYS

8. TELEPHONE LINES (ONLY FOR OFF-SITE REPORTING)

9. NETWORK FACILITIES
1.2 GENERAL CONDITIONS

1.2.1 Submittals at Bid Time

For bid evaluation, bid submittals shall include six (6) sets of the items described below:

A. Specification sheets (cut-sheets) of all proposed equipment

B. Equipment list identifying

1. Model number of each unit

2. Quantities of each type of device

3. Unit costs

C. Specification compliance: A letter submitted with the bid responding to specification sub-sections individually, indicating exceptions, substitutions, and alternates

1.2.2 Submittals after award of contract

Drawings: Shop drawings to provide details of proposed system architecture and the work to be provided. These include point-to-point drawings of systems and individual device wiring diagrams.

1.2.3 Documentation to be submitted by the Contractor upon completion of system installation

“As-built” 

Upon completion of installation, the Contractor shall prepare “as-built” drawings of the system. These “as-built” shall be 76.2 mm x 107 mm (30 in. x 42 in.) format Mylar reproducible drawings of each floor plan indicating exact device locations, panel terminations, cable routes and wire numbers as tagged and color coded on the cable tag.

Additionally, final point-to-point wiring diagrams of each type of device (on 76.2 mm x 107 mm (30 in. x 42 in.) format) shall be included in the “as-built.” 

“As-built” shall be submitted to the Owner for approval prior to the system acceptance walk-through.

Operation and maintenance manuals: 

Three (3) sets of operating manuals shall be provided explaining the operation and maintenance of the system. 

1.2.4 Training

On-site security personnel training: 

The Contractor, upon completion of installation, shall furnish training in the complete operation of all systems. 

REPLACE THIS PARAGRAPH WITH APPROPRIATE CRITERIA FOR YOUR CONTRACT THE EXTENT OF THE TRAINING PROCESS AND THE TIME NEEDED TO CARRY OUT THE TRAINING ARE DEPENDENT ON THE SIZE AND COMPLEXITY OF THE SYSTEM. SPECIFIER TO INSERT NUMBER HERE

Factory training for security administrators

The training program shall also include training at the factory for the System Administrator. The system administrator shall be sponsored by the contractor to attend a complete training program offered by the system manufacturer.

1.2.5 System Approvals

D. The system shall be the standard product of one manufacturer, and the manufacturer shall have been in business manufacturing similar products for at least 5 years with existing installations for a minimum of the same time period.

E. After sales support: The Contractor shall be a factory authorized and trained dealer of the system and shall be factory-trained and certified to maintain/repair the system after system acceptance.

1.2.6 Quality Assurance

All equipment, systems and materials furnished and installed under this section shall be installed in accordance with the applicable standards of:

F. National codes: NEC, NFPA, UBC

G. Local jurisdictions
H. The access control system equipment shall be listed by Underwriters Laboratories under UL 294. 

1.2.7 Trademarks

Microsoft®, Windows®, Windows NT® are registered trademarks of Microsoft Corporation in the United States and/or other countries.
1.2.8 System Overview
The Conettix IP System supports data network communications. Conettix IP allows the Central Station Receiver to connect to Alarm Control Panels using LAN/WAN data networks and UDP/IP protocol. 

The System shall consist of five basic components, with the following capabilities:
· Network connection of Alarm Control Panels with digital dialer support is implemented through the use of Dialer Capture Modules (1). 
· Network connection of Alarm Control Panels with either SDI Bus or Option Bus support is implemented through the use of Network Interface Modules (2).
· Network enabled Alarm Control Panels can be monitored, configured, and programmed by Administrative Systems (3) with a connection to the network.
· The Central Station Receiver (5) network connection is implemented through the use of the Network Adapter (4). 
· Alarm Control Panel reports from are sent to the Central Station Receiver (5), and on to the central station automation software (3). 
· The Central Station Receiver (5) is optionally monitored, configured, and programmed by Administrative Systems (3) with a connection to the network.
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2.0 PRODUCTS
2.1 CENTRAL STATION RECEIVER
2.1.1 Central Station Receiver System Description
The Central Station Receiver specified herein shall receive and analyze different communication data formats, receive multiple formats from multiple communication paths and provide the flexibility to handle a wide range of communication requirements.
2.1.2 Central Station Receiver System Feature/Capability Summary
The following indicates system software/hardware capabilities, capacities and formats:

I. Telephone Network (PSTN) Communications: The Telephone Network (PTSN) Communications shall include the following features:

· Receives signals on up to 32 phone lines simultaneously
· Independently configurable communication format settings for each phone line
· Supports 4 phone lines per card for each line card
· Integrated listen-in capability with two-way audio
· Visual front panel LED indicators for on-line and line-fault status conditions
J. LAN/WAN Gateway Communications: The LAN/WAN Gateway Communications shall include the following features:

· Bi-directional communications with alarm panel
· Supervised network automation computer links
· Supports up to 3200 network accounts (depending on supervision interval)
· Supports Ethernet communications
K. Central Processing Unit (CPU): The CPU shall include the following features:

· Re-programmable FLASH memory for software upgrades and future product enhancements
· Direct interface to automation computers
· Event acknowledgement can be automation or manual push-button
· 20,000 event history buffer
L. Inputs and Outputs: The Inputs and Outputs shall include the following features:

· Three serial ports
· RS232 – DB9 connector
· 2 Com ports – standard
· 1 Com port – optional
· One parallel port
· DB25 connector

· Two programmable inputs
· Two programmable outputs
· I/O signal isolation and transient suppression
M. Separate telephone line terminator cards for isolation and transient suppression

N. Front panel LCD display for manually reviewing status and event information

O. Front panel access for easy service of CPU card and line cards

P. PC-based platform design for future expandability
2.1.3 Central Station Receiver System Interface Requirements
All Installations: The Central Station Receiver shall be installed in accordance with the National Electrical Code, the National Fire Alarm Code, NFPA 72 and the Local Authority Having Jurisdiction.

UL Installations: The Central Station Receiver shall be installed in accordance with the following UL requirements: 

Q. Underwriters Laboratories (UL) Standard 827 requires that any central station listed for NFPA 72, Central Station Protective Signaling, UL Central Station Burglary and/or Police Station Connect Service must have a redundant receiver on premises to be used in the event that the primary receiver malfunctions.

R. UL Standard 827 also states that the Central Station Receiver operator must be able to switch from one receiver to a standby receiver within 30 seconds.

S. NFPA 72 requires that if more than eight telco lines are used, then receiving equipment must be completely duplicated so switch-over can be accomplished in 30 seconds. (Per NFPA 72-1996 4-5.3.2.2.1.1)

T. Burglar Alarm Applications: The Central Station Receiver is intended to be installed in accordance with UL Standard 827 for Central Station Burglar Alarm Systems. To supervise certificated accounts, this receiver must be used in a central station that has backup AC power per UL 827.

U. Fire Alarm Applications: The Central Station Receiver is suitable for Central Station Signaling when it is installed and used in compliance with NFPA 72.
2.1.4 Central Station Receiver System Hardware Description 
The Central Station Receiver System shall be provided, at minimum, with the following components. Additional accessories shall be provided based on the quantities and features required for the application.

· D6600: 
Communication Receiver/Gateway
· D6610: 
CPU Card
· D6615: 
CPU Terminator Card
· D6640: 
Telephone Network Line Card

· D6641: 
Telephone Network Line Card (Expanded Memory)
· D6645: 
Telephone Network Line Terminator Card
SPECIFIER TO LIST TYPES AND QUANTITIES OF ACCESSORIES REQUIRED FOR THE APPLICATION. ITEMS AND DESCRIPTIONS WHICH ARE LISTED BELOW AND ARE NOT RELEVANT TO YOUR APPLICATION SHOULD BE DELETED

Central Station Receiver System Accessories:

· D6672: 

COM 1 Expansion Kit
· L6600: 

Literature Binder (hard copy)
· P6601: 

D6600 Battery Cable
· P6602: 

D6600 I/O Cable
2.2 NETWORK ADAPTER

2.2.1 Network Adapter System Description
The Network Adapter specified herein shall connect a Central Station Receiver to a LAN/WAN or The Internet with an Ethernet topology. 
V. The Network Adapter shall provide the following connections:
· An RJ45 connector for connection to the data network Ethernet HUB.

· A RS232 – DB25 serial port with DCE configuration for connection to the Central Station Receiver.
W. The following LED indicators shall appear on the Network Adapter:
· Three LEDs that indicate adapter and serial connection status
· Four LEDs that indicate the status of the Ethernet network connection.
2.2.2 Network Adapter Hardware Description
The Network Adapter shall be Bosch model D6680. Each Network Adapter shall be provided, at minimum, with the following components. Additional accessories shall be provided based on the quantities and features required for the application.

· D6680-E120: 


Network Adapter, Ethernet, 120/240 VAC

· Serial communications cable: 
RS232 – DB25 DCE  to  RS232 – DB9 DTE
· AC plug-in transformer
· Manuals
2.3 DIALER CAPTURE MODULE (DCM)

2.3.1 Dialer Capture Module System Description
The Dialer Capture Module specified herein shall connect an alarm panel’s digital dialer to a LAN/WAN or The Internet with an Ethernet topology. The DCM shall connect between the alarm panel’s digital dialer and an Ethernet Hub via a RJ45 connector.

2.3.2 Dialer Capture Module Feature/Capability Summary
The following indicates system software/hardware capabilities, capacities and formats:

X. Operation of the Dialer Capture Module (DCM):

· When the dialer has something to report, the DCM shall provide the signals and voltages necessary to cause the dialer to operate as though it was connected to a central station digital receiver through a PSTN.
· The DCM shall decode the transmitted dialer message and present the information via the network to the central monitoring receiver.
· The DCM shall provide modular jacks for the following connections:
· PANEL: intended for connection to a dialer via a modular telephone cord
· TELCO: intended for connection to an RJ31X jack
· ETHERNET: intended for connection to the data network Ethernet HUB.
· The DCM shall provide two operational modes as described below:
· Intercept Mode: the DCM shall connect the premises phone directly to the telephone line and connect the dialer to the DCM’s internal electronics. An internal “watchdog” circuit shall assure that Intercept Mode is maintained only if the DCM is functioning correctly and in contact with the central monitoring receiver.

· Fallback Mode: the DCM shall connect the premises phones to the dialer and the dialer to the telephone line, removing itself from the telephone circuit. Fallback Mode will occur in the event that the DCM loses connection to the central monitoring receiver, loses power or stops operating correctly.

· The DCM shall communicate with the central monitoring receiver via LAN/WAN or The Internet using Ethernet communications.
· The DCM shall transmit at least one message to the central monitoring receiver every 75 seconds as a default, or every 240 seconds without special programming tools.
· The central monitoring receiver shall be required to respond to each received message with an ACK message.
Y. Each DCM shall provide 3 inputs with the following functions:

· Input 1 shall be designated as an EOLR supervised loop that will report any voltage above 3.33 VDC as an open condition to the central monitoring receiver if status reports are enabled. Any voltage below 1.66 VDC shall be reported as a short.
· Input 2 shall be used for intercept inhibit. If Input 2 goes above 5.5 VDC, then the DCM shall be immediately forced into Fallback Mode for a minimum of two minutes. This input must go low for at least five seconds to be considered low.
· Input 3 shall be used for intercept override. If Input 3 goes above 5.5 VDC for five seconds, then the DCM shall enter Fallback Mode. If the input goes low, then the DCM shall return to Intercept Mode.
Z. Each DCM shall provide 4 outputs with the following functions:

· Output 1 shall be active (open) as long as the DCM is functioning normally. If the DCM fails to operate, or if it loses power, this input will be closed.
· Output 2 shall be active (open) as long as the central monitoring receiver interface is working properly, and closed when the central monitoring receiver communications has failed.
· Output 3 shall be active (open) whenever the DCM is in Intercept Mode.
· Output 4 shall be controlled by a command from the Programming Software or Receiver/Gateway. The default is active (open).
AA. The following LED indicators shall appear on the DCM:

· Two dual-colored LEDs that indicate status:
 (SYSTEM Status LED and DIALER Status LED)
· Two LEDs on the Ethernet connector that indicate the status of the network connection.
2.3.3 Dialer Capture Module Hardware Description
The Dialer Capture Module (DCM) shall be Bosch model C900V2. Each DCM shall be provided, at minimum, with the following components. Additional accessories shall be provided based on the quantities and features required for the application.

· C900V2 DCM

· Mounting plate and hardware
· Manuals
2.4 NETWORK INTERFACE MODULE (NIM)

2.4.1 Network Interface Module Description
The Network Interface Module specified herein shall be used by Alarm Control Panels with either SDI Bus or Option Bus support to enable bi-directional communications over any TCP/IP data network. This communications link shall support alarm/event transmissions and uploading/downloading via administrative system software. 
2.4.2 Network Interface Module Feature/Capability Summary
The following indicates module capabilities, capacities, and formats:

AB. The Network Interface Module shall be used as an Ethernet network interface for use with Alarm Control Panels that support either the SDI Bus or Option Bus.

AC. The Network Interface Module shall support the UDP/IP protocol over Ethernet networks.

AD. The Network Interface Module shall enable the ability to program Alarm Control Panels over Internet/Intranet and LANs with administrative system software.
AE. The NIM shall provide the following connections:
· An RJ-45 Modular Jack for connection to the data network Ethernet HUB.
· A Bus Terminal Strip for connection to an Alarm Control Panel via either the SDI Bus or Option Bus.
AF. The following LED indicators shall appear on the NIM:

· Two red LEDs that indicate message traffic on the bus connection.

· Two green LEDs that indicate message traffic on the Ethernet network connection.
2.4.3 Network Interface Module Hardware Description
The Network Interface Module (NIM) shall be Bosch model DX4020. Each NIM shall be provided, at minimum, with the following components. Additional accessories shall be provided based on the quantities and features required for the application.

· DX4020 NIM
· Manuals
2.5 ADMINISTRATIVE SYSTEM SOFTWARE

2.5.1 Administrative System Software Description
The administrative system software shall include Windows® based account management and panel programming utilities designed to configure and program the central station receiver and to remotely set up and program the networked control panels.

2.5.2 Administrative System Software Minimum System Requirements
The PC running the administrative system software shall have the following system requirements as a minimum:

· Processor: Pentium® III 450 MHz or higher
· Operating System: Microsoft Windows® 98 or higher
· 128 MB recommended
· Hard Disk Space: Approximately 6 GB
· Video: 4 MB video RAM, Super VGA (800 x 600) display, 32,000 colors.
· CD-ROM: 20x to 48x
· Floppy Drive: 3.5 in., 1.44 MB
· Windows supported Network Card
· One parallel port
· Two serial ports
· One USB port (optional)
2.5.3 Central Station Receiver Programming
The Central Station Receiver Programming Software is a PC-based application that shall include the following features:

· Serial or LAN/WAN connection with Receiver/Gateway
· Fully configurable user authority level control
· Receiver/Gateway parameter editing and storage
· Receiver/Gateway software upgrade ability
· LAN/WAN Gateway Communications database management
· Event history buffer uploading

The Central Station Receiver shall accept programming from up to 3 different user-specified IP addresses. Attempts to connect to and program the Central Station Receiver from a computer that has a different IP address will be rejected.

Central Station Receiver Programming Material Description

The Central Station Receiver Programming shall be Bosch model D6200, and shall be provided, at minimum, with the following components. Additional accessories shall be provided based on the quantities and features required for the application.

D6200-CD-XXXX
D6200 Remote Programming Software
(“XXXX” indicates current version)
D6201: 
NetCom Security Key, for parallel port, maximum number of accounts on a single receiver; currently 3200 accounts

D6201-USB: 
NetCom Security Key, for USB port, maximum number of accounts on a single receiver; currently 3200 accounts
2.5.4 Control Panel Programming

The Control Panel Programming Software is a PC-based application that allows you to act as a remote programming, record storage, remote control, and troubleshooting tool for specific control panels.
Control Panel Programming Material Description

The Control Panel Programming shall be Bosch model RPS, and shall be provided, at minimum, with the following components. Additional accessories shall be provided based on the quantities and features required for the application.

D5500C-XXXX
Remote Programming Software (RPS)

RPS INTL
Remote Programming Software
D5370-LPT
RPS Security Block, for parallel port
D5370-USB
RPS Security Block, for USB port
2.6 SYSTEM OPERATION
2.6.1 Supervision

Conettix IP shall provide control panel supervision using periodic heartbeats (polling, typically one every 75 seconds or longer) in order to monitor the continuity of the network link. Control panels that are connected to the Central Station Receiver by way of he Network Interface Module (NIM) are responsible for their own polling. Control panels that connect via the Dialer Capture Module (DCM) rely on the DCM to monitor polling.

· The Central Station Receiver will be programmed to monitor each network account and assure that the heartbeats from each account are received on a regular basis. 
· The Central Station Receiver will return an ACK message for each heartbeat or other message received from an account that is registered in the Central Station Receiver database. 

· The Central Station Receiver will ignore any message from a device that is not registered.

· The periodic heartbeat, and the corresponding ACK, shall both have an average UDP packet size of 64 bytes.
· If the programmable time window for a specific network account expires without a valid message being received, the Central Station Receiver shall generate a trouble message, indicating a loss of supervision for the indicated control panel.
· If a valid message is subsequently received, the Central Station Receiver shall generate a message indicating a restoration of supervision for the indicated control panel.
· If the DCM sends ten successive heartbeat messages to the Central Station Receiver without receipt of an ACK, the DCM will fall into a "network communication failure" condition (Fallback Mode).
· While in Fallback Mode, the DCM will disconnect the control panel from the network.
· The DCM can be configured to connect the control panel to a PSTN line when the DCM is in Fallback Mode.
· While in Fallback Mode, the DCM will continue to poll the Central Station Receiver using periodic heartbeats.

· The DCM will exit Fallback Mode when an ACK is received from the Central Station Receiver.

· If the control panel sends, by way of the NIM, a programmable number of successive heartbeat messages to the Central Station Receiver without receipt of an ACK, the control panel will fall into a "network communication failure" condition.
· After a network communication failure, the control panel will continue to poll the Central Station Receiver using periodic heartbeats.

· The control panel will indicate the restoration of supervision after an ACK is received from the Central Station Receiver.

2.6.2 Anti-Substitution/Anti-Replay
Conettix IP shall protect against the substitution of a valid control panel with a fraudulent one. Conettix IP shall also protect against the interception and retransmission of authentic control panel messages, preventing an attack in which a valid data transmission is recorded and fraudulently repeated by an adversary who intercepts the data and retransmits it.

Control panels that are connected to the Central Station Receiver by way of the Network Interface Module (NIM) are responsible for their own Anti-Substitution/Anti-Replay protection. Control panels that connect via the Dialer Capture Module (DCM) rely on the DCM to provide Anti-Substitution/Anti-Replay protection.

At startup of each control panel or DCM, Conettix IP shall coordinate the synchronization of messages between the network modules and the Central Station Receiver. Once synchronized, all subsequent communication sessions numerically validate the authenticity of the sender and receiver, which protects against the replay of authentic sessions, or the substitution of the original control panel or DCM.

If Anti-Substitution/Anti-Replay protection is enabled, the Central Station Receiver must receive a valid synchronization key within a programmable number of messages, or a Substitution Alarm message will be generated. Unless the Central Station Receiver receives a valid key within a programmable additional number of messages, the control panel account will be disabled.
2.6.3 Encryption
Conettix IP shall support communications using the Advanced Encryption Standard (AES) 128-bit Rijndael encryption algorithm.

· Communications between control panels and the Central Station Receiver can be encrypted between the Dialer Capture Module (DCM) and the Central Station Receiver Network Adapter, or between the Network Interface Module (NIM) and the Central Station Receiver Network Adapter.
· Communications between administrative system software and the Central Station Receiver, or between automation software and the Central Station Receiver, can be encrypted between a Network Adapter at the remote computer hosting the administrative or automation software and the Central Station Receiver Network Adapter.
The Conettix IP shall support up to two simultaneous and independent encrypted communications channels.
2.6.4 Multiple Control Panels
Conettix IP shall support multiple control panels on a LAN that connect to the Central Station Receiver through a router/firewall that uses Network Address Translation (NAT) tables. The NAT table insures that the returning messages for a control panel are forwarded back to the panel that sent out the first message.

· The Dialer Capture Module (DCM) shall support this through Datagram 01.
· The Central Station Receiver Network Adapter shall support this through Datagram 02.
· The Network Interface Module (NIM) shall support this through either Datagram 02 or 07.
2.6.5 Dialer Capture Module Override
Conettix IP shall allow some basic functionalities of the Dialer Capture Module (DCM) to be overridden by the administrative system software. Changes are effective the next time the Central Station Receiver acknowledges a message from the DCM.
AG. Message Transmission Rate
The Poll Rate and Retry Count of the DCM can be adjusted as desired. The new settings shall remain effective until they are changed again, or until the DCM is power-cycled and reset.
AH. Intercept/Fallback Mode
The DCM can be manually ordered into either Intercept or Fallback mode. After 30 minutes in Fallback mode, the Central Station Receiver will generate a "Fallback reminder" message. After 60 minutes in Fallback mode, the DCM will automatically switch back to Intercept mode.
AI. Output Status
Output 4 can be manually turned on or off.
3.0 EXECUTION

3.1 INSTALLATION

Install all equipment and materials in accordance with the “current” recommendations of the Manufacturer. The work shall also be in accordance with:

AJ. Installation Criteria defined in these specifications and in the construction documents

AK. Approved Submittals

AL. Applicable Requirements of Referenced Standards

3.2 SUPERVISION

The Contractor shall provide the following services as part of the contract:

AM. Supervision of sub-contractors

AN. Coordination with other contractors for system related work 

AO. Attending site construction/coordination meetings

AP. Keeping updated construction drawings at the construction site

AQ. Meeting construction deadlines per the construction schedule

3.3 PROGRAMMING

AR. Programming System Configuration Parameters (hardware and software, zone/circuit numbers, communication parameters)

AS. Programming Operational Parameters (time periods, time profiles, access groups, divisional access groups, departments, workgroups, holiday periods and profiles, automatic lock/unlock schedules, and input/output event responses)

AT. Input and Programming User/Visitor Databases

AU. Other System Programming Tasks required by the Owner. These additional programming requirements shall be submitted by the Owner to the Contractor prior to system programming

3.4 TESTING

3.4.1 Operational Testing

The contractor shall perform thorough operational testing and verify that all system components are fully operational.

3.4.2 Hardcopy System Printout

The contractor shall submit a hardcopy system printout of all components tested and certify 100% operation indicating all devices/panels/units have passed the test criteria set forth by the manufacturer.

3.4.3 Acceptance Test Plan Form

An acceptance test plan form shall be prepared/provided by the contractor prior to the acceptance walk-through. This form shall include separate sections for each device/panel/unit as well as a column indicating the manufacturer’s performance allowance/margin, a column indicating the result of the testing performed by the Contractor (pass/fail), and an empty column for recording findings during the walk-through.

3.5 COMMISSIONING

The Contractor shall certify completion in writing and schedule the commissioning walk-through with the Owner in writing 10 days prior to the walk-through. The Contractor shall provide all the tools and personnel needed to conduct an efficient commissioning process.

3.6 WARRANTY

All components, parts and assemblies supplied by the Manufacturers and installed by the Contractor shall be warranted against defects in material and workmanship for a period of at least 60 months. Warranty service shall be provided by a qualified factory-trained service representative. Electronic I.D. devices shall carry a lifetime warranty.

3.7 SERVICE/MAINTENANCE

AV. System maintenance and repair of system or workmanship defects during the warranty period shall be provided by the Contractor 

AW. Extended service/maintenance agreements shall be offered by the Contractor for up to four years after the warranty expires. The agreement shall be renewable monthly, quarterly, or yearly.

AX. Service or maintenance personnel shall be able to receive 24-hour technical support provided by the system manufacturer.
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