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Product Guide Specification


SECTION 28 23 19
DIGITAL VIDEO RECORDING DEVICES
BOSCH DIVAR hybrid 3000 FAMILY 
PART 1 – GENERAL
1.1 SUMMARY
A. Section Includes

1. Digital Video Recorders.
B. Related Sections

1. Section [28 23 16 – Video Surveillance Monitoring and Supervisory Interfaces].
2. Section [28 23 26 – Video Surveillance Remote Positioning Equipment].

3. Section [28 23 29 – Video Surveillance Remote Devices and Sensors].

1.2 REFERENCES

	Standards

	Alarm
	EN 50130-5:2011, Alarm systems - Part 5: Environmental test methods, Class I, Fixed equipment

	Lightning protection
	To ALL long input / output - and supply-wiring. Alarm inputs and relay output, Video inputs and Outputs, dome-control outputs, power-cable, Audio In/Out.

± 0.5, 1kV line to line, 

± 0.5, 1 and 2kV line to earth


	EMC + Safety - Europe

	EU Directives
	2014/35/EU (LVD), 2014/30/EU (EMC), 2011/65/EU (RoHS)

	EMC Emission
	EN 55032:2012/AC2013, class B

	EMC Immunity
	EN 50130-4:2011/A1:2014

	EMC mains Harmonics
	EN 61000-3-2:2014

	EMC Mains fluctuations
	EN 61000-3-3:2013

	LVD Safety
	CB scheme + IEC/EN/UL 62368-1:2014/AC:2015

	RoHS
	EN 50581:2012


	EMC + Safety - USA and Canada

	EMC USA
	47CFR part 15 (FCC), Class B

	Safety USA (UL, cUL)
	UL 62368-1, Edition 2, Dec 1, 2014

	Safety Canada
	CAN/CSA-C22.2 No. 62368-1


	India

	BIS (Bureau of Indian Standards)
	BIS registration for external Power adapter (comes / packed with the main product)


	Australia

	ACMA EMC
	RCM logo on product label


1.3 SYSTEM DESCRIPTION
A. Digital Video Recorders.

1. Digital Video Recorder
B. Performance Requirements

1. The digital video recorder shall offer connections for 16 analog and 16 IP cameras or 32IP cameras that support H.264 video compression technology and is H.265-ready for the newest H.265 technology cameras to be released by Bosch.
2. The digital video recorder shall offer connections for 32 IP cameras that support H.264 video compression technology and is H.265-ready for the newest H.265 technology cameras to be released by Bosch.
3. The digital video recorder shall offer the 32 IP channels or 16 analog and 16 IP cameras with 320 Mbps incoming bandwidth.
4. The digital video recorder shall offer real time live display for 16 channels @1080p or 4 channels @4k.

5. The digital video recorder shall offer 12 MP IP camera support for view and playback.
6. The digital video recorder shall offer 12MP real time recording.

7. The digital video recorder shall allow simultaneous viewing of images on HDMI and VGA outputs.
8. The digital video recorder shall support mobile devices (iOS and Android).
9. The digital video recorder shall provide remote alarm notification.

10. The digital video recorder shall offer a network function for remote viewing, playback and control.

11. The digital video recorder shall offer simultaneous monitoring, recording and playback.
12. The digital video recorder shall offer Web Client software.
13. The recorder supports Bosch cameras (and 3rd party cameras) complying to the ONVIF Profile S specifications.

14. Bosch offers its customers free Dynamic Domain Name Services (DDNS) for access to network-connected devices.

The digital video recorder shall offer a single HDMI connector to provide output to monitor B (spot monitor) for live viewing.
1.4 SUBMITTALS

A. Submit under provisions of Section [01 33 00.]

B. Product Data:

1. Manufacturer’s data, operator and installation manuals software programs.
C. Closeout Submittals

1. User manuals (including Parts list and Connection diagram).

2. Installation CD.
1.5 QUALITY ASSURANCE

A. Manufacturer:

1. Minimum of [10] years experience in manufacture and design of electronic security systems including sophisticated PC-based systems and digital products.
B. Manufacturer’s quality system: Registered to ISO 9001:2000 Quality Standard.
C. Installer:

1. Minimum of [5] years experience installing IP CCTV systems.
1.6 DELIVERY, STORAGE AND HANDLING

A. Comply with requirements of Section [01 60 00].

B. Deliver materials in manufacturer’s original, unopened, undamaged packaging; and unharmed original identification labels.

C. Protect store materials from environmental and temperature conditions following manufacturer’s instructions.

D. Handle and operate products and systems according to manufacturer’s instructions for installation, environmental, mechanical or electrical requirements and within thermal stress limits.
E. Ensure conformance with operating limitations according to applicable data sheet.

1.7 WARRANTY

A. Provide manufacturer’s warranty covering [3] years for CCTV products to repair and replace defective equipment.
B. Exchanges available for product failures.
1.8 MAINTENANCE

A. Make ordering of new equipment for expansions, replacements, and spare parts available to dealers and end users.
B. Provide factory direct technical support from 8:00 a.m. to 8:00 p.m. via phone or e-mail, or any time via Web.
1. Provide toll-free numbers to contact customer support.
C. Provide on-site training and on-line training via web.
PART 2 – PRODUCTS
2.1 MANUFACTURERS
A. Acceptable Manufacturer: 

B. Acceptable Manufacturer:

[Bosch Security Systems, Inc.

130 Perinton Parkway

Fairport, New York, 1450, USA

Phone: + 1 800 289 0096

Fax: + 1 585 223 9180

security.sales@us.bosch.com
www.boschsecurity.us]

[Bosch Security Systems B.V.

P.O. Box 80002

5600 JB Eindhoven, The Netherlands

Phone: + 31 40 2577 284

Fax: +31 40 2577 330

emea.securitysystems@bosch.com

www.boschsecurity.com]

Robert Bosch (SEA) Pte Ltd

11 Bishan Street 21

Singapore 573943

Phone: +65 6258 5511

Fax: +65 6571 2699

apr.securitysystems@bosch.com
www.boschsecurity.com
C. Substitutions: [Not permitted.] [Under provisions of Division 1.]

1. [All proposed substitutions must be approved by the Architect or Engineer professional.]

2. [Proposed substitutions must provide a line-by-line compliance documentation.]
BOSCH DIVAR hybrid 3000 FAMILY [DDH-3532-200N00] [DDH-3532-212N00] [DDH-3532-112D00] 
D. General Description
1. The digital video recorder shall offer max. 3840x2160 high-resolution images via HDMI/VGA outputs.
2. The digital video recorder shall offer max. 12MP real time recording.

3. The digital video recorder shall support the use of a DVR smartphone app (iOS and Android) that allows live viewing and PTZ control. 
4. The digital video recorder shall provide remote alarm notification.

5. The digital video recorder shall offer a network function for remote viewing, playback and control.

6. The digital video recorder shall offer simultaneous monitoring, recording and playback.
7. The digital video recorder shall offer models with a maximum of 16 analog and 16 IP camera inputs or maximum 32 IP camera inputs.
8. The digital video recorder shall use H.264 video compression technology (and is H.265-ready for the newest H.265 technology cameras to be released by Bosch).

9. The digital video recorder shall use G.711 audio compression technology.
10. The digital video recorder shall support bi-directional audio.

11. The digital video recorder shall be capable of recording multiple video and audio signals while simultaneously providing live multi-screen viewing and playback.

12. The digital video recorder shall offer comprehensive search and playback functions.

13. The digital video recorder shall allow viewing, playback and configuration via a remote Web management connection.
14. The recorder shall support Bosch cameras (and 3rd party cameras) complying to the ONVIF Profile S specifications.
15. The digital video recorder shall come with software that allows a PC client to simultaneously display video from multiple recorders.

E. Recording
1. The digital video recorder shall simultaneously record a maximum 16 analog using 960H and 16 IP channels using H.264 compression or 32 channels using H.264 compression.
2. The digital video recorder shall record at up to 256 Mbps.
3. The digital video recorder shall allow manual and automatic recording.

4. The digital video recorder shall allow automatic recording via a schedule or based on an alarm.

5. The digital video recorder shall provide a covert recording channel.
F. Alarms
1. The digital video recorder shall offer 16 switching (alarm) inputs and 3 relay alarm outputs.
2. The digital video recorder shall be capable of performing one of the following actions if an alarm is detected:

a. Activate automatic recording

b. Send an e-mail notification and/or FTP push

c. Display an on-screen message

d. Sound a buzzer and/or show a warning light

G. Control
1. The digital video recorder shall offer the following methods to operate and program the unit via the on-screen display:
a. The supplied mouse

b. The front panel control keys

c. The supplied remote control
2. The digital video recorder shall provide video inputs, audio inputs/output, and alarm inputs/outputs on the rear panel of the device.

3. The digital video recorder shall offer two (2) video connectors (1 VGA / 1 HDMI) to provide simultaneous output for monitor A for live display (with zoom) and playback.

4. The digital video recorder shall offer a single HDMI connector to provide output to monitor B (spot monitor) for live viewing.

5. The digital video recorder shall offer archiving via a USB port, an optional built-in DVD writer, optional built-in HDD writer(s) or via a network video recording solution.
6. The digital video recorder shall offer an RS232 port interface for service. 

H. Dome Control
1. The digital video recorder shall offer an RS485 port interface for control of analog PTZ cameras. 

2. The digital video recorder shall support the Bosch protocol and Pelco P and D protocol for analog cameras.
I. Network Control
1. The digital video recorder shall support the use of PC software or a built-in web application via a network for live viewing, playback and configuration.
2. The digital video recorder shall include an authenticity check for locally or remotely generated archive files.
3. The digital video recorder shall offer an Archive Player for playback of secure video files and for video authentication.
4. The digital video recorder shall offer bidirectional audio (audio input and output connected via device).

5. The digital video recorder shall contain a 10/100/1000Base-T Ethernet ports for local or wide area network connection.

6. Bosch offers its customers free Dynamic Domain Name Services (DDNS) for access to network-connected devices.
J. Playback
1. The digital video recorder shall support simultaneous live viewing, playback or menu control via VGA, and HDMI outputs (Monitor A).
2. The digital video recorder shall support live display via HDMI output (Monitor B).

3. The digital video recorder shall support the following output resolutions: 3840x2160, 1920x1080, 1280x1024, 1280x720, 1024x768

4. The digital video recorder shall allow full-screen and multi-screen display capabilities in live and playback modes for monitors.

5. The digital video recorder shall offer the following playback modes:

a. Frame-by-frame

b. Slow play

c. Fast play

d. Reverse
K. PC requirements for Web Support
1. Operating system: Windows 10
2. Web Browser: Firefox, Internet Explorer
3. Processor: Intel Core Duo 2.0 GHz or comparable
4. RAM memory: 2048 MB
5. Free disk space: 10 MB

6. Graphics card: NVIDIA GeForce 8600 or better
7. Network interface: 10/100/1000-BaseT
L. Specifications
	Power

	AC input 
	100–240 VAC; 50-60 Hz; 1.5 A, 75 W

	RTC battery on main PCB
	Lithium CR2032, 3 VDC


	Maximum main power consumption (no HDD)
	20 W 



	Mechanical

	Dimensions (WxDxH)
	375 x 323 x 53 mm (14.8 x 12.7 x 2.1 in)

	Weight (excluding HDD(s) and DVD)
	4.13 kg (9.1 lb) approx..


	Environmental

	Operating temperature (incl. HDD(s) and DVD)
	+0°C to +40°C (+32°F to +104°F)

	Storage temperature
	-40°C to +70°C (-40°F to +158°F)

	Operating humidity
	<93% non-condensing

	Storage humidity
	<95% non-condensing


	Video storage

	Internal (option)
	Max. 2 SATA HDD

Max. capacity per HDD: 6 TB

Max. supported speed per HDD: 6 Gb/s


	Alarms and detections

	Motion detection set by camera
	Essential or Intelligent Video Analytics (IVA), Motion +

	Alarm activations
	Video loss, motion detection, input alarm, system alarm

	Events triggered by alarm
	Recording, PTZ movement, alarm out, email, buzzer, screen message, Mon A and B activated, 

	Inputs
	16 inputs configurable NO/NC, max. input voltage 5 VDC

	Outputs
	3 relay outputs, 1 open collector output

	Relay contact
	Max. rated, 30 VDC, 2 A continuous or 125 VAC, 1 A (activated)


	Exporting

	DVD (optional)
	Built-in DVD+R/RW writer

	USB
	Flash memory or external HDD (FAT32)

	Network
	Web Client software or Video Client 


	Playback

	Multi-channel
	Simultaneous 1/4/9/16/32 channels

	Mode
	Forward, reverse, slow play, fast play, frame-by-frame

	Search
	Time, channel, type, smart

	Network
	Video Client, Web client, App

	Restrict
	Restrict video by user rights for viewing

	Protection
	Protect video against overwriting

	Retention time
	Automatically delete recordings after 1 to 365 days


	Recording

	Decoding compression
	H.264/MJPEG

	Speed
	Max. 30 IPS per channel, configurable

	Bit rate
	16 kbps to 24 Mbps per channel

	Record interval
	1~120 min (default: 60 min), Pre-record: 1~30 sec, Post-record: 10~300 sec

	Mode
	Manual, Scheduled (regular, motion detection, alarm), Stop

	Resolution
	12MP, 8MP, 6MP, 5MP, 3MP, 1.3MP, 1080p, 720p (IP camera)
960H, D1, HD1, CIF, QCIF (analog)


	Network control

	Ethernet
	RJ45 port (10/100/1000 Mbps)

	PC software
	Video Client, Web client 

	APPs
	iPhone, Android

	User access
	Maximum 128 users, Bosch advises a maximum of 4 simultaneous connections. More connections can cause performance limitations.

	Protocols
	HTTP, HTTPS, TCP/IP, IPv4/IPv6, UPnP, RTSP, UDP, SMTP, NTP, DHCP, DNS/DDNS, IP Filter, PPPoE, FTP


	Video performance

	Maximum camera channels
	16 analog + 16 IP or 32 IP

	Maximum incoming bandwidth
	320 Mbps

	Maximum recording bandwidth
	256 Mbps

	Maximum transmission bandwidth
	128 Mbps


	Display

	Resolution IP cameras
	3840×2160, 1920×1080, 1280×1024, 1280×720, 1024×768

	Resolution analog PAL
	970x576, 704x576, 352x576, 352x288, 176x144

	Resolution analog NTSC
	960x480, 704x480, 352x480, 352x240, 176x120

	OSD
	Camera title, Time, Video loss, Motion detection, Recording, PTZ


	Audio

	MIC Input
	1 channel (via RCA) 200 to 3000 mV, 10 kOhm

	Output
	1 channel (via RCA) 200 to 3000 mV, 5 kOhm

	Direction
	Bidirectional (audio input and output connected via device)


2.2 ACCESSORIES
A. DVR-XS100-A Storage Expansion Kit: 1 TB

B. DVR-XS200-A Storage Expansion Kit: 2 TB

C. DVR-XS300-A Storage Expansion Kit: 3 TB

D. DVR-XS400-A Storage Expansion Kit: 4 TB

E. DVR-XS600-A Storage Expansion Kit: 6 TB

F. DVR-XS-DVD-B DVD Writer Expansion Kit

PART 3 EXECUTION
A. EXAMINATION
1. Examine areas to receive devices and notify adverse conditions affecting installation or subsequent operation.
2. Do not begin installation until unacceptable conditions are corrected.

3. Non-compliance with security instructions may result in loss of data.

4. Ensure environmental, mechanical and electrical requirements are met.

B. PREPARATION

1. Protect devices from damage during construction.

C. INSTALLATION

1. Install devices in accordance with manufacturer's instruction at locations indicated on the floor drawings plans.
2. Perform installation with qualified service personnel.
3. Install devices in accordance with the National Electrical Code or applicable local codes.
4. Ensure selected location is secure and offers protection from accidental damage.
5. Location must provide reasonable temperature and humidity conditions, free from sources of electrical and electromagnetic interference.

D. FIELD QUALITY CONTROL

1. Test proper operation of all video system devices.

a. Communication between recorder and cameras.

b. Independent operation of alarms, and cameras.

2. Test proper operation of software programs.

3. Determine and report all problems to the manufacturer's customer service department.

4. Determine and report all problems to the manufacturer’s customer service department.
E. ADJUSTING

1. Make proper adjustment to video system devices for correct operation in accordance with manufacturer’s instructions.
2. Make any adjustment of camera settings to comply with specific customer's need.

F. DEMONSTRATION
1. Demonstrate at final inspection that playback of video and storage functions operate properly.
END OF SECTION
Specifier Notes:  This product guide specification is written according to the Construction Specifications Institute (CSI) 3-Part Format, based on MasterFormat 2004 and The Project Resource Manual—CSI Manual of Practice. The Manufacturer is responsible for technical accuracy.





The section must be carefully reviewed and edited by the Architect or Engineer to meet the requirements of the project and local building code.  Words and sentences within brackets [ ] are choices to include or exclude a particular item or statement.  Coordinate this section with other specification sections and the Drawings.  Delete all “Specifier Notes” after editing this section.
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